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[bookmark: _Toc2]Article summary:
1. Numerous hacking attempts on modern vehicles have recently demonstrated that an adversary can remotely control a vehicle using vulnerable telematics services.
2. In this paper, the authors propose a new authentication protocol, MAuth-CAN, which is secure against masquerade attacks and does not fill up to 100% of the network capacity or require hardware modifications of a CAN-controller.
3. The authors also propose a technique to protect ECUs from bus-off attacks and apply it to MAuth-CAN for handling bus-off attacks.
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May be slightly imbalanced: The article presents the information in a generally reliable way, but there are minor points of consideration that could be explored further or claims that are not fully backed by appropriate evidence. Some perspectives may also be omitted, and you are encouraged to use the research topics section to explore the topic further.
[bookmark: _Toc4]Article analysis:
The article “MAuth-CAN: Masquerade-Attack-Proof Authentication for In-Vehicle Networks” provides an overview of the security issues related to in-vehicle networks and proposes a new authentication protocol, MAuth-CAN, as a solution. The article is well written and provides detailed information about the proposed protocol and its features. However, there are some potential biases in the article that should be noted. 
First, the article does not provide any evidence for the claims made about the effectiveness of MAuth-CAN in protecting against masquerade attacks or bus-off attacks. While it is stated that MAuth-CAN is secure against masquerade attacks and does not require hardware modifications of a CAN controller, there is no evidence provided to support these claims. Additionally, while it is stated that MAuth-CAN protects ECUs from bus off attacks, there is no discussion on how this protection works or what kind of risks may still exist when using this protocol.
Second, while the article mentions some existing message authentication protocols for CAN networks, it does not provide any comparison between them and MAuth-CAN in terms of their effectiveness in protecting against masquerade attacks or other security threats. This comparison would have been useful in understanding how MAuth-CAN compares with existing protocols and whether it offers any additional benefits over them. 
Finally, while the article mentions some potential applications of MAuth-CAN such as automotive systems and industrial automation systems, it does not discuss any potential risks associated with using this protocol in these applications or how they can be mitigated. This information would have been useful in understanding whether there are any potential risks associated with using this protocol in real world applications and how they can be addressed if necessary. 
In conclusion, while “MAuth-CAN: Masquerade Attack Proof Authentication for In Vehicle Networks” provides an overview of the security issues related to in vehicle networks and proposes a new authentication protocol as a solution, there are some potential biases that should be noted such as lack of evidence for claims made about its effectiveness and lack of comparison with existing protocols as well as lack of discussion on potential risks associated with its use in real world applications.
[bookmark: _Toc5]Topics for further research:
· CAN message authentication protocols
· Masquerade attack prevention
· Bus-off attack prevention
· Automotive system security risks
· Industrial automation system security risks
· Comparison of CAN authentication protocols
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