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Prilex malware can steal your credit card at checkout — here’s how | Tom's Guidehttps://www.tomsguide.com/news/prilex-malware-can-steal-your-credit-card-at-checkout-heres-how
[bookmark: _Toc2]Article summary:
1. Cybersecurity firm Kaspersky has discovered new variants of the point-of-sale (PoS) malware Prilex that can block contactless near-field communication (NFC) transactions.
2. The Prilex malware is able to capture credit card details from unsuspecting shoppers, even those with CHIP and PIN technology.
3. To stay safe from the Prilex malware, shoppers should be extra careful when they see a “contactless error” after trying to use their credit card to tap to pay, and consider using mobile wallets instead of physical cards.
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Appears moderately imbalanced: The article provides some useful information, but is missing several important points or pieces of evidence that would be required to present the discussed topics in a balanced and reliable way. You are encouraged to seek a more balanced perspective on the presented issues by exploring the provided research topics and looking at different information sources.
[bookmark: _Toc4]Article analysis:
The article is generally reliable in its reporting of the new variants of the PoS malware Prilex that can block contactless NFC transactions and steal credit card details from unsuspecting shoppers. It provides detailed information on how the malware works, as well as tips for staying safe from it. However, there are some potential biases in the article that should be noted. For example, it does not mention any potential risks associated with using mobile wallets instead of physical cards, nor does it explore any counterarguments or present both sides equally. Additionally, there is some promotional content in the article as it mentions Aura's identity theft protection service without providing any evidence for its claims or exploring other options available on the market. All in all, while this article provides useful information about Prilex and how to protect oneself against it, readers should take into account potential biases before relying solely on its advice.
[bookmark: _Toc5]Topics for further research:
· Risks of using mobile wallets
· Identity theft protection services comparison
· Counterarguments to using contactless NFC transactions
· Alternatives to Aura identity theft protection
· Preventing PoS malware attacks
· Security measures for contactless NFC transactions
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